LONDON BOROUGH OF LEWISHAM
JOB DESCRIPTION
	Designation:
	Senior Customer Information Officer 
	Grade: 
	P02

	Reports to: 
	Customer Information Manager
	Grade: 
	P04

	Directorate: 
	Customer Services
	Section: 
	Customer Resolutions Team


___________________________________________________________________
Main Purpose of the job: 

To investigate incidents reported within the Council’s Data Breach policy, taking remedial action to ensure the Council meets its statutory obligations udner the Data Protection Act
To support the Customer Information Manager to deliver a full Information Governance service to schools in the borough.

To provide advice, guidance and support to services across the Council for all elements of Information Governance, specifically Data Protection, Records Management, Data Sharing Agreements, Transparency Agenda, 
To provide training and development, in the context of Information Governance, across the Council to ensure all employees are aware of their obligations and thus minimising risk to the Council
_______________________________________________________________
Summary of Responsibilities and Personal Duties:

You will:
1. Be the lead for managing the Council’s Data Breach policy and process; ensuring all breaches are investigated thoroughly, within the allotted timescales; completing risk assessments and providing solutions to reduce or mitigate risk; escalating significant risks to own manager or SIRO, as appropriate; proactively liaising with the Information Commissioner’s Office, for advice and guidance, to ensure correct notification in the event of a significant data breach, in accordance with the Council’s statutory obligations.
2. Support the Customer Information Manager to deliver a full information governance service to the borough’s Schools; providing expert advice, guidance and support on all information governance matters; working collegiately to create policy and processes to achieve compliance with relevant legislation (FOI/EIR/DPA); ensuring compliance with record management standards; delivering training programmes to ensure employees understand their obligations; identifying risks and putting in place actions to reduce, or mitigate, risk to Schools and their data subjects. 
3. Provide advice, support and guidance to the Council’s services for all matters relating to information governance; specifically relating to the Data Protection Act and its fundamental principles; ensuring expert advice is provided to services to ensure they fulfil their obligations under the act; working collegiately to develop protocols which achieve data security compliance for information the Council holds.
4. Provide a full end-to-end Data/Information Sharing service to the Council and its partner organisations; from understanding the requirements of those parties wishing to share data, working collegiately to identify each party’s requirements; negotiating and drafting Data Sharing Agreements and gaining relevant sign-off; ensuring a best practice approach to ensure full compliance with the Data Protection Act and/or other relevant legislation; completing risk-assessments, when necessary, to fully understand the implications and risks of data sharing, so that they can be effectively minimised or mitigated.

5. Support the wider CRT management team to develop policies and protocols to achieve the Council’s transparency agenda; encouraging a culture of openness and a proactive approach to publishing information or making information accessible, whilst balancing data security requirements.

6. Administer the Council’s Records Management policy and standards; providing advice, support and guidance to the Council’s services; promoting a ‘best practice’ approach to records management; dealing with areas of risk, or non-compliance, and/or escalating to own manager as appropriate.
7. Contribute to creating a best practice approach, with Records Management, to improve data integrity, within own team and across the Council’s services; by ensuring compliance with relevant legislation (Data Protection Act) and internal data quality standards; dealing with areas of risk, or non-compliance, and/or escalating to own manager as appropriate.
8. Contribute to the Council’s Information Governance policies and standards, by ensuring advice and guidance provided to colleagues is compliant with relevant legislation; ensuring own knowledge is maintained and up to date with current legislation and practice. Develop a wide understanding of all the legislation relating to Data Management and Security.
9. Deliver training programmes, across the Council, for all aspects of data management, integrity and security; ensuring colleagues understand their personal obligations in terms of data integrity and security; contributing to content as required.
10. Contribute effectively to the Council’s information security policy. Providing advice to colleagues throughout the Council relating to information security and associated risks; specifically providing advice for how to reduce or mitigate risk to the Council.
11. Maintain a full Information Asset Register for the Council; ensuring effective guidance is in place for the ongoing management of assets, providing advice and guidance as required; review the register frequently to ensure risks and opportunities are identified; work with colleagues to minimise, or mitigate risks; escalating significant risks or issues to own manager as appropriate. 
12. Primary liaison with the Information Commissioner’s Office, and lead for investigations referred by them, in respect of Data Breaches (statutory obligation); key contact for audits and complaints; responsible for reporting findings and recommendations to CRT management team; and lead for implementing changes across the Council to prevent future risks or issues with DPA compliance.
13. Produce frequent reports on all aspects of Information Governance performance, including, but not limited to, Data Breaches, Data Security and Records Management; attending meetings (SMT/DMT) as a champion for Information Governance, to raise awareness, encourage best practice and improve the overall knowledge of the Council’s statutory Data Management obligations.
14. Liaise with colleagues and external agencies to determine, develop and share best practice for data management and storage; ensuring CRT processes are maintained to reflect best practice approaches.
15. Build proactive relationships with internal and external contacts; skillfully negotiating and influencing others to achieve productive outcomes; and interacting positively with diverse groups/people.

16. May be required to act as delegate for the Customer Information Manager from time to time.

Internal Contacts: Councillors; Executive Directors; SIRO; Heads of Service; Service Group Managers;  Mayor’s Office; Service Caseworkers; Education (Schools)
External Contacts: Other Local Authorities; Information Commissioner’s Office (ICO); Health and Social Care Information Centre (HSCIC); Information Governance Networking Groups; other public sector organisations such as NHS, Metropolitan Police etc.
To carry out the duties of the post with due regard to the Council’s relevant codes and procedures.

All employees are required to participate in the Performance Evaluation Scheme (PES) and to undertake appropriate training and development identified to enhance their work.

Undertake other duties, commensurate with the grade, as may reasonably be required.

Consideration will be given to restructuring the duties of this post for a disabled post holder
THIS JOB DESCRIPTION MAY NEED TO BE AMENDED BY THE DIRECTORATE TO MEET THE CHANGING NEEDS OF THE SERVICE.

Number of fully managed staff:

Title:
NA
Grade
: NA
No of posts: NA
PERSON SPECIFICATION
JOB TITLE: Senior Customer Information Officer


POST NO: TBC
DEPARTMENT: Customer Services




GRADE:  PO2
Note to Candidates

The Person Specification is a picture of the skills, knowledge and experience needed to carry out the job.  It has been used to draw up the advert and will also be used in the shortlisting and interview process for this post.

Those categories marked 'S' will be used especially for the purpose of shortlisting.

Please ensure that Equality and Diversity issues are addressed specifically in relation to the role for which you are applying when addressing the requirements of this person specification where appropriate.

If you are a disabled person, but are unable to meet some of the job requirements specifically because of your disability, please address this in your application.  If you meet all the other criteria you will be shortlisted and we will explore jointly with you if there are ways in which the job can be changed to enable you to meet the requirements.

Equality & Diversity

Awareness of and a commitment to Equality of Access and Opportunity in a diverse community

S
Understanding of how equality and diversity relates to this post                                                                S
Knowledge

Full and comprehensive understanding of the Data Protection Act and its application within the public sector, or similar complex organisation








S
Good understanding of Information Governance legislation and its application within the public sector, or similar complex environment










S
Good understanding of Access to Information legislation (e.g. DPA, FOI, EIR) and its application within the public sector or similar complex environment 







S
Basic understanding of change management principles/methodologies and service improvement models S
Understanding of ICT standards and codes of practice (e.g. ITIL or similar)



S
Understanding of other associated standards relating to information governance  


S
Significant understanding of the decision making process within local government and the respective roles of officers and members.  










S
Excellent knowledge and understanding of all IT disciplines                                                     

S
Aptitude

Diligent and meticulous
High levels of accuracy 

Strong analytical skills, ability to interpret complex legislation and to resolve highly complex problems

An enthusiastic person who regards a problem as an opportunity to improve

Skills

(Skills can only be used as shortlisting criteria if the skill is to be tested)

                          
(To Be Tested – T)
Excellent written skills  









T
Excellent interpersonal skills
Excellent numerical skills 









T
Risk management
Data security and integrity principles

Service delivery within complex organisation

Objective setting and delivering to Key Performance Indicators

High level of people management skills

Team building

Plan and organise own time effectively 








T
Advanced written and verbal communication skills - able to communicate at an advanced level with clients, colleagues, partners and external organisations.

High level IT skills











T
Experience
Significant work experience of performing a similar role, ideally with exposure to public sector or similar organisation











S
Significant experience of managing compliance with the Data Protection Act, specifically managing and mitigating Data Breaches, and liaison with ICO 






S
Good level of experience of Information Governance service delivery within the public sector or similar complex organisation 
(including relevant legislation – DPA, FOI, EIR etc.) 


S
Experience of adminstering/fulfilling ICT security standards and compliance, some awareness of Codes of Connection Submissions would be beneficial
Experience of implementing/administering Records Management standards and compliance within the public sector or similar complex environment, would be beneficial

Practical experience of change management/project management within a complex organisation
Significant stakeholder engagement/relationship management gained in a complex environment.
Advanced knowledge and understanding of Local Authority Information Goverance functions and requirements    










S
General Education 

Relevant IT qualification, Information Security, ITIL or ISEB 

Personal Qualities

Excellent team player, who can also take the lead when required
Can provide insightful and credible recommendations

Makes complex data understandable/accessible to others
Self-motivated and able to motivate others to achieve

Skilled communicator to diverse audiences

Circumstances

DBS Disclosure Required?      No                       Basic              
[image: image1]Enhanced                  

(Tick as appropriate – guidance available from your HR Advisor)

Physical

Generally candidates must meet the standard Lewisham requirements for the post  
X




















Seniuor Customer Information Officer JD and Personal Spec 22.09.2016

