LONDON BOROUGH OF LEWISHAM
JOB DESCRIPTION
	Designation:
	Head of Information Security and Governance
	Grade:

	SMG1

	Reports to          
(Designation):        
	Director of IT & Digital Services
	Grade:
	JNC Band 3

	Directorate:       
	Corporate Services
	Section:
	


___________________________________________________________________
Job Purpose: 

Acting as the Council’s Chief Information Security Officer, supporting the Director in leading the information security and governance functions, with a primary focus on protecting the council’s information and data assets from external and internal threats.
MANAGEMENT ROLES & EXPECTATIONS

As a Lewisham Service Manager you will:

1. Be responsible for professional advice and support in service area to deliver in partnership with others the councils vision, values and ways of working.
2. Take overall responsibility for the planning and management of services, ensuring community and customer needs are identified and met.

3. Ensure the delivery of identified service objectives and continuous improvement of service targets.

4. Achieve results through the effective management and development of people.

5. Ensure the effective deployment of financial resources and compliance with statutory professional and organisational frameworks.

Summary of Responsibilities and Personal Duties:
· Accountable for the leadership and management across the whole of the Information Security and Governance service, with a focus on achieving high performance and successful delivery outcomes.

· Accountable on behalf of the Director for Information Governance across the council, ensuring that all information policies are effective and fit for purpose, and that they are adhered to. This includes ensuring adequate measures are in place to prevent or detect internal theft or misuse of data

· Accountable for ensuring any breaches against policies are investigated, and adequate measures put in place to prevent a recurrence. Works closely with the designated Data Protection Officer and Senior Information Risk Officer to ensure their statutory responsibilities are supported by an effective operational service.
· Accountable to the Director for leading and maintaining the Council’s cyber protection strategy. This includes oversight across the Shared ICT Service and retained Lewisham functions to ensure that adequate measures are in place to prevent or detect unauthorised external access to systems or data.
· Accountable on behalf of the Director for the Council’s Security Architecture, working in close consultation with the Shared ICT Service.
· Accountable for the delivery of security operations through the Shared ICT Service. This includes effective management of threats and incidents on a business as usual basis.

· Accountable on behalf of the Director for defining and leading the Council’s transparency governance, ensuring services are appropriately engaged in meeting the Council’s statutory obligations. 
· Responsible for developing partnership working, including acting as an effective ambassador and advocate with external organisations and internal services.
· Responsible for managing a collection of operational and project funded budgets totaling at least £1m in accordance with the Council’s Financial regulations and ensuring that funding for all resource is identified and secured.
· Contributes to the design and implementation of corporate transformation strategies.
· Contributes to the senior management team (SMT), and makes a proactive contribution delivering directorate and corporate objectives. This includes participation in any duty rosters that may be applicable.
· Internal contacts include: Data Protection Officer, Executive Management Team, Shared ICT Service, Heads of Service, Legal Services, Corporate Performance
· External contacts include: suppliers, other Local Authorities, regulatory bodies
· Deputise for the Director of IT and Digital Services as Required.
· Undertake other duties, commensurate with the grade, as may reasonably be required.
· Consideration will be given to restructuring the duties of this post for a disabled postholder

THIS JOB DESCRIPTION MAY NEED TO BE AMENDED BY THE DIRECTORATE TO MEET THE CHANGING NEEDS OF THE SERVICE.

Number of fully managed staff:

Title:






Grade:

No of posts 
Principal Information Governance Officer
PO4


1

Senior Information Customer Officer

PO2


4

Information Customer Officer


SC5


1

Number of partially managed staff:

Title:





Grade


No of posts
PERSON SPECIFICATION
JOB TITLE:
Head of Information Security and Governance
POST NO:
DEPARTMENT:

IT and Digital Services


GRADE:  TBA

Note to Candidates

The Person Specification is a picture of the skills, knowledge and experience needed to carry out the job.  It has been used to draw up the advert and will also be used in the shortlisting and interview process for this post.

Those categories marked 'S' will be used especially for the purpose of shortlisting.

If you are a disabled person, but are unable to meet some of the job requirements specifically because of your disability, please address this in your application.  If you meet all the other criteria you will be shortlisted and we will explore jointly with you if there are ways in which the job can be changed to enable you to meet the requirements.

Equal Opportunities

A good understanding and experience of implementing equality and diversity principles and the application of them in work environment.  S
Be able to recruit and manage employees and services in a way which values diversity and contributes 
to achieving the Council's equal opportunities objectives Commitment to implement the Council’s Equal Opportunities policies.            S

Knowledge
Advanced knowledge and understanding of Local Authority Information Security and Governance functions and requirements    









S

Advanced knowledge and understanding of key strategic and policy issues in a Local Authority environment                                                                                                         


S

Thorough knowledge of Local Authorities’ legal responsibilities under key legislation, including Data Protection Act and Freedom of Information Act                                                                   S

Advanced knowledge of current security and cyber trends





S
Extensive understanding of contract management
Aptitude
Ability to operate with political sensitivity
Ability to balance risk avoidance with results delivery.
Skills
Advanced written and verbal communication skills. Ability to communicate at an advanced level with clients, colleagues, partners and external organisations.

Strong analytical skills, ability to interpret complex legislation and to resolve highly complex problems

Negotiation skills

Digital design and Architecture skills and ability








Commercial awareness and budget management skills
Experience
Experience of demonstrating innovative solutions to business problems



S
Experience of developing Local Authority strategy






S

Experience of policy development relating to the service area




S
A successful track record of establishing a strong performance culture through effective performance measures, that has led to improved outcomes for service users                               S                                                                                                     

Experience of effectively managing staff 







S   





Experience of partnership working                                            

                               S

Experience of strategic budget management, monitoring and control               


S                 
General Education
Degree or equivalent level experience










Relevant professional qualification, including but not limited to CISSP or CISM


S
Personal Qualities

Strong people leader
Vetting

A DBS check is required for this role.

Physical

Good general health.  

Able to attend meetings / site visits in locations both inside and outside of the borough.  

Able to use computer, telephone, and read correspondence.  

New JD and PS SERVICE MANAGER Jan 2016


